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In today's digital landscape, managing access and entitlements is crucial for safeguarding

sensitive information and ensuring compliance. This intensive one-day course offers a deep
dive into Microsoft Entra Entitlement Management, Access Reviews, Privileged Access, and
Monitoring. Participants will learn how to streamline access management with Entitlement
Management, conduct thorough Access Reviews to maintain least privilege, manage
high-risk Privileged Access, and implement robust Monitoring strategies to detect and
respond to security events promptly. By the end of the training, attendees will be equipped
with the best practices and actionable insights to enhance their organization's security
posture.

S Intermediate Azure

PROGRAM CODE
SC-5008-A

DELIVERY DURATION
Virtual, On-site, or Hybrid 1 day

CERTIFICATION

Microsoft identity and
access administrator
role-based skills track

AUDIENCE PROFILE PROGRAM SUMMARY

Who This Program Is For

This course is targeted at people who want to implement

an end-to-end entitlement management solution based on the
principles of Zero Trust. Students should have experience with
Azure and experience in the creation of identities and granting
those identities access to resources.

TAILORED DELIVERY

Adapt the program around your team.

What This Course Covers

Official Microsoft Learn course aligned to identity governance
responsibilities in Microsoft Entra ID, covering entitiement
management, access reviews, privileged access, and
monitoring.

This outline can be adapted for virtual, on-site, or hybrid delivery, with emphasis adjusted for yourteam's platform priorities, role mix, and

implementation goals.

Enterprise-ready delivery format

VNode ITeS can align labs, examples, delivery pace, and assessment checkpoints to the required audience profile while preserving the

official program sequence where applicable.
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COMPLETE MODULE SEQUENCE
Module Flow and Topic Coverage

The structure below presents the current delivery flow for this program, including the associated topics covered under each module.

MODULE 1
G Configure and govern entitlement with Microsoft Entra ID

Use Microsoft Entra to manage access by using entitlements, access reviews, privileged access tools, and monitor access events.
(SC-5008)

e Plan and implement entitlement management
¢ Plan, implement, and manage access review
¢ Monitor and maintain Microsoft Entra ID

o Plan and implement privileged access
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