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Enhance security operations by
using Microsoft Security Copilot

Official Microsoft Learn-aligned instructor-led program for Enhance security operations by

using Microsoft Security Copilot.

Security Copilot

DURATION LEVEL
1 day Beginner

AUDIENCE PROFILE
Built for these roles

This course is targeted to security professionals interested

in getting started with Microsoft Security Copilot, including
security analysts, security admins, and SOC managers. The
person taking this course is looking to familiarize themselves
with the functionality of Microsoft Security Copilot in both

the standalone and embedded experiences. They should have
working knowledge of security operations and incident response,
experience with Microsoft security products and services, and
is interested in learning how Microsoft Security Copilot, an
Al-powered security analysis tool, can help them process
security signals and respond to threats more quickly.

PROGRAM OUTCOMES
Capabilities your teams will gain

Strengthen capability in security scenarios
Strengthen capability in security copilot scenarios

Strengthen capability in role-based scenarios
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FORMAT CERTIFICATION
Virtual, On-site, or Hybrid SC-5006
OVERVIEW

Executive overview

Explore the transformative power of Al in security with Microsoft
Security Copilot. This course starts by introducing you to the
fundamental concepts of generative Al. The course then delves
into the cutting-edge Al functionality of Microsoft Security Copilot
that empowers analysts to respond to threats quickly, process
signals at machine speed, and assess risk exposure more
quickly than may otherwise be possible. Lastly, the course guides
the learner through a series of simulation-based exercises that
mimic real-world situations.
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ENTERPRISE CUSTOMIZATION
Enterprise customization

Tailor this program to your organization's priorities: Builds current Microsoft credential readiness for Enhance security operations by using
Microsoft Security Copilot using the official Microsoft Learn outline.

Customization options
« Align labs to your production environment and platform priorities

* Add readiness reviews and instructor-led practice sessions

» Extend into project-specific architecture or delivery coaching

CURRICULUM

Curriculum roadmap

MODULE 1
° Enhance security operations by using Microsoft Security Copilot
Enhance security operations by using Microsoft Security Copilot (SC-5006).

Introduction to generative Al and agents Describe the embedded experiences of Microsoft Security
Describe Microsoft Security Copilot Copilot
Describe the core features of Microsoft Security Copilot Describe Microsoft Security Copilot agents

Experience Security Copilot through guided simulations

PRIVATE DELIVERY Plan Private Delivery

Plan a private cohort for your team
Scope delivery format, role mix, and rollout timeline with our solutions team.
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