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M I C RO S O F T  O F F I C I A L  C U R R I C U L U M

Microsoft Identity and Access 
Administrator
Official Microsoft Learn course aligned to identity and access administration responsibilities 

across Microsoft Entra ID, governance, authentication, and privileged access.

Microsoft

SC-300T00

Security Intermediate Microsoft Entra

DURATION

4 days

LEVEL

Intermediate

FORMAT

Virtual, On-site, or Hybrid

CERTIFICATION

Microsoft Certified: Identity 
and Access Administrator 
Associate

AUDIENCE PROFILE

Built for these roles
This course is for the Identity and Access Administrators who 

are planning to take the associated certification exam, or 

who are performing identity and access administration tasks 

in their day-to-day job. This course would also be helpful 

to an administrator or engineer that wants to specialize in 

providing identity solutions and access management systems for 

Azure-based solutions; playing an integral role in protecting an 

organization.

OVERVIEW

Executive overview
The Microsoft Identity and Access Administrator course explores 

how to design, implement, and operate an organization’s identity 

and access management systems by using Microsoft Entra ID. 

Learn to manage tasks such as providing secure authentication 

and authorization access to enterprise applications. You will 

also learn to provide seamless experiences and self-service 

management capabilities for all users. Finally, learn to create 

adaptive access and governance of your identity and access 

management solutions ensuring you can troubleshoot, monitor, 

and report on your environment. The Identity and Access 

Administrator may be a single individual or a member of a larger 

team. Learn how this role collaborates with many other roles in 

the organization to drive strategic identity projects. The end goal 

is to provide you knowledge to modernize identity solutions, to 

implement hybrid identity solutions, and to implement identity 

governance.

PROGRAM OUTCOMES

Capabilities your teams will gain

Implement authentication and authorization solutions in Microsoft Entra

Manage identity governance and privileged access scenarios

Protect identities and improve access control posture

Operate modern identity administration workflows for enterprise environments
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ENTERPRISE CUSTOMIZATION

Enterprise customization
Tailor this program to your organization's priorities: Builds stronger identity and access operations by helping teams implement 

authentication, authorization, governance, and protection controls with Microsoft Entra.

Customization options
• Map the workshop to your identity governance rollout

• Add hybrid identity and Microsoft 365 integration depth

• Extend into privileged access and Zero Trust identity scenarios

CURRICULUM

Curriculum roadmap

1
MODULE 1

Implement an identity management solution using Microsoft Entra ID
Implement an identity management solution using Microsoft Entra ID

Implement initial configuration of Microsoft Entra ID

Create, configure, and manage identities

Implement and manage external identities

Implement and manage hybrid identity

2
MODULE 2

Implement an authentication and access management solution
Implement an authentication and access management solution

Secure Microsoft Entra users with multifactor authentication

Manage user authentication

Plan, implement, and administer Conditional Access

Manage Microsoft Entra Identity Protection

Implement access management for Azure resources

Deploy and Configure Microsoft Entra Global Secure Access

3
MODULE 3

Implement access management for apps
Implement access management for apps

Plan and design the integration of enterprise apps for SSO

Implement and monitor the integration of enterprise apps for SSO

Implement app registration

Register apps using Microsoft Entra ID
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4
MODULE 4

Plan and implement an identity governance strategy
Plan and implement an identity governance strategy

Plan and implement entitlement management

Plan, implement, and manage access review

Plan and implement privileged access

Monitor and maintain Microsoft Entra ID

P R I VAT E  D E L I V E RY

Plan a private cohort for your team
Scope delivery format, role mix, and rollout timeline with our solutions team.

Plan Private Delivery

Book advisory call

vnodeites.com

https://www.linkedin.com/company/vnodeites
mailto:info@vnodeites.com
tel:+919419114792
https://wa.me/919419114792
tel:+917780811685
https://vnodeites.com/contact?need=corporate&source=course&programs=Microsoft%20Identity%20and%20Access%20Administrator
https://vnodeites.com/book-session
https://vnodeites.com

