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Manage and secure Microsoft/365 endpoints by

using Intune

Certification-focused enterprise program aligned to Endpoint Administrator Associate (MD-102).

5 days Intermediate Virtual, On-site, or Hybrid MD-102T00

Built for these roles

As a candidate for this course and the associated exam, you have subject matter expertise managing devices and client applications in a
Microsoft 365 tenant by using Microsoft Intune. As an endpoint administrator, you collaborate with architects, Microsoft 365 administrators,
security administrators, and other workload administrators to plan and implement a modern workplace strategy that meets the business
needs of an organization. You are responsible for: - Implementing solutions for efficient deployment and management of endpoints on
various operating systems, platforms, and device types. - Implementing and managing endpoints at scale by using Microsoft Intune,
Microsoft Intune Suite, Windows Autopilot, Microsoft Security Copilot, Microsoft Defender for Endpoint, Microsoft Entra ID, Azure Virtual
Desktop, and Windows 365. - Implementing identity, security, access, policies, updates, and apps for endpoints.

Executive overview

In this course, students learn to plan and execute an endpoint deployment, configuration, and management strategy using Microsoft
Intune as the unified endpoint management platform. The course covers preparing identity and device infrastructure with Microsoft Entra
ID, enrolling and configuring devices, managing applications, and protecting endpoints and data. Students also explore automation with
PowerShell and Microsoft Graph, Al-assisted management with Microsoft Security Copilot, the extended capabilities of the Microsoft Intune
Suite, and the delivery of cloud-hosted desktops with Windows 365 and Azure Virtual Desktop. Technologies explored include Microsoft
Intune, Microsoft Entra ID, Windows Autopilot, Microsoft Defender for Endpoint, Microsoft Tunnel, Microsoft Cloud PKI, the Microsoft Intune
Suite, Windows 365, and Azure Virtual Desktop.

View official source

Prerequisites

Relevant foundational experience in the target technology area.

Comfort with hands-on labs in a cloud or GPU-accelerated environment.

Capabilities your teams will gain

Strengthen capability in administrator scenarios

Strengthen capability in microsoft 365 scenarios

Enterprise customization

Tailor this program to your organization's priorities: Improves endpoint governance and operational consistency for modern workplace
environments.

VNode ITeS info@vnodeites.com +91 9779 91 4792 Page 1 of 3


mailto:info@vnodeites.com
tel:+919779914792
https://learn.microsoft.com/en-us/training/courses/md-102t00/

PROGRAM BRIEF

MD-102

Align labs to your production environment and platform priorities
Add focused exam-readiness reviews and instructor-led practice sessions

Extend into project-specific architecture or delivery coaching

CURRICULUM
Curriculum roadmap

MODULE 1
Prepare infrastructure for devices using Microsoft Intune and Microsoft Entra ID

Learn how to configure Microsoft Entra ID and Microsoft Intune to support modern endpoint management. This learning path
covers identity infrastructure, device enrollment, and automated deployment strategies for Windows, iOS/iPadOS, macOS, and
Android devices.

Understand endpoint management strategies and Microsoft Intune
Configure Microsoft Entra ID for device and policy management
Administer device identity and authentication using Microsoft Entra ID
Plan and implement device enroliment using Microsoft Intune

Deploy Windows devices using Windows Autopilot

MODULE 2
e Manage and maintain devices using Microsoft Intune

Learn how to configure device profiles and compliance policies, manage Windows updates and device lifecycle, monitor device
health with analytics and reporting, and troubleshoot device and policy issues using Microsoft Intune.

Configure device profiles and policy management using Microsoft Intune
Monitor and maintain devices using Microsoft Intune
Manage Windows updates and lifecycle using Microsoft Intune

Troubleshoot device and policy issues using Microsoft Intune

a MODULE 3

Manage applications using Microsoft Intune
Learn how to deploy and manage applications with Microsoft Intune, including app protection policies, application lifecycle
management, performance monitoring, and the Enterprise App Catalog.

Deploy and manage applications using Microsoft Intune

Implement application protection and security using Microsoft Intune
Manage application lifecycle and user experience using Microsoft Intune
Monitor and optimize application performance using Microsoft Intune

Manage Enterprise App Catalog applications

a MODULE 4
Protect devices using Microsoft Intune

Learn how to secure endpoints with Microsoft Intune and Microsoft Defender, including device encryption, compliance policies,
advanced threat protection, Microsoft Tunnel VPN, and Microsoft Cloud PKI.

Implement endpoint security with Microsoft Defender and Microsoft Intune
Implement device encryption and security policies using Microsoft Intune

Implement advanced threat protection using Microsoft Intune and Microsoft Defender
Enforce compliance and remediate security issues by using Microsoft Intune

Secure mobile access using Microsoft Tunnel

Implement Microsoft Cloud PKI
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e Automate and optimize endpoint management using Microsoft Intune

Learn how to automate endpoint management with PowerShell and Microsoft Graph, optimize device management using Al and
Copilot, and monitor and optimize endpoint performance using Microsoft Intune.

Automate endpoint management using PowerShell and Microsoft Graph
Optimize device management using Al and Copilot tools

Monitor and optimize endpoint performance using Microsoft Intune

e Support operational excellence and readiness using Microsoft Intune

Learn how to implement reporting and data visibility, delegate administration using role-based access control, and maintain tenant
health to keep your Microsoft Intune environment operationally ready.

Implement reporting and data visibility using Microsoft Intune
Apply RBAC and admin delegation in Microsoft Intune

Maintain tenant health and support readiness

‘ Extend endpoint capabilities using Microsoft Intune Suite

Learn how to extend Microsoft Intune with the Microsoft Intune Suite, including Remote Help, Endpoint Privilege Management,
Advanced Endpoint Analytics, and other premium endpoint management capabilities.

Explore Microsoft Intune Suite capabilities
Implement Remote Help scenarios using Microsoft Intune
Analyze advanced device signals with Microsoft Intune Suite

Evaluate Endpoint Privilege Management with Microsoft Intune

° Deliver cloud-hosted desktops using Azure Virtual Desktop and Windows 365

Learn how to plan, deploy, and manage cloud-hosted desktops using Windows 365 and Azure Virtual Desktop, and integrate Cloud
PCs and Azure Virtual Desktop session hosts with Microsoft Intune.

Explore Windows 365 for cloud PC deployment
Configure and manage Windows 365 with Microsoft Intune
Explore Azure Virtual Desktop

Integrate Azure Virtual Desktop with Microsoft Intune

PRIVATE DELIVERY

Plan a private cohort for your team

Plan Private Delivery

Scope delivery format, role mix, and rollout timeline with our solutions team. Book advisory call
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