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Defend against cyberthreats with
Microsoft Defender XDR

Official Microsoft Applied Skill-aligned program focused on threat protection.

Defender Xdr Applied Skill

DURATION LEVEL FORMAT CERTIFICATION

Microsoft Applied Skills
credential

Applied skill assessment Intermediate Virtual, On-site, or Hybrid

AUDIENCE PROFILE
Built for these roles

Built for Security Operations Analyst learners validating applied
skill in Defender Xdr.

OVERVIEW
Executive overview

To earn this Microsoft Applied Skills credential, learners
demonstrate the ability to use Microsoft Defender XDR to detect

and respond to cyberthreats. Candidates for this credential
should be familiar with investigating and gathering evidence
about attacks on endpoints. They should also have experience
using Microsoft Defender for Endpoint and Kusto Query
Language (KQL).

PROGRAM OUTCOMES
Capabilities your teams will gain
Strengthen capability in threat protection scenarios

Strengthen capability in security operations analyst scenarios

Strengthen capability in defender xdr scenarios

ENTERPRISE CUSTOMIZATION
Enterprise customization

Tailor this program to your organization's priorities: Strengthens threat defense capability and helps SOC teams respond more effectively
to cyber incidents.

Customization options
« Align the workshop to your real business or technical scenario
» Add project-focused labs and implementation guidance

» Extend into adoption, governance, or production-readiness reviews
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CURRICULUM

Curriculum roadmap

MODULE 1
° Defend against cyberthreats with Microsoft Defender XDR

To earn this Microsoft Applied Skills credential, learners demonstrate the ability to use Microsoft Defender XDR to detect and respond
to cyberthreats. Candidates for this credential should be familiar with investigating and gathering evidence about attacks on endpoints.
They should also have experience using Microsoft Defender for Endpoint and Kusto Query Language (KQL).

Mitigate incidents using Microsoft Defender Configure and manage automation using Microsoft Defender for

Deploy the Microsoft Defender for Endpoint environment Endpoint

Configure for alerts and detections in Microsoft Defender for Perform device investigations in Microsoft Defender for Endpoint

Endpoint Defend against Cyberthreats with Microsoft Defender XDR lab
exercises

PRIVATE DELIVERY Plan Private Delivery

Plan a private cohort for your team

. . _ . ) Book advisory call
Scope delivery format, role mix, and rollout timeline with our solutions team.
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